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“When interacting with other people”, she writes, “we automatically make « Aug 2019

inferences about them without being consciously aware of it...”". Liraz, * Jul2019

further explains that during face-to-face interactions we subconsciously

rely heavily on non-verbal communications such as facial expressions etc.

This, as she says, suggests that interaction with human partners require
_ _ i UPCOMING EVENTS
more emotional involvement and thus more cognitive effort than

interacting via a computer. No upcoming events

Due to this lack of ‘synchronous’ interaction (subconscious exchanges of

non-verbal communications, speech structure; the use of oblique remarks
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etc.) I agree with her assertion- it is easier to hide our emotions online.

Based my own observations, I have also come to the conclusion it is also « William ‘Willie’ McKnight DFC & Bar
easier to psychologically manipulate or be manipulated in the ‘virtual’ = SOE wireless operator Adolphe Rabinovitch
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People’s Hero
process during face-to-face interactions. « HMS Fidelity Royal Navy Special
Service Vessel
» Hanna Szeenes, wireless operator who
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world due to the lack of these behavioral cues we subconsciously detect and

Contagion and Uncritical Thinkers

Fiske (2013) and others have shown that emotional states can be transferred
to others by what they describe as emotional contagion which lead others to
experience the same emotions without their awareness. This ‘contagion’
may lead to the mind creating a view of the world by acquiring insights and
an amalgam of rational and irrational beliefs (see Paul and Elder). This is
similar to the contagion theory of crowds. One of several interpretations of
this theory includes- the effect of a crowd is to assimilate individuals within
it, producing and overriding psychological unity and changing an
individuals’ usual psychological responses in the process (Statt. D, A

Dictionary of Human Behavior, Harper Reference)

This process may contain a degree of self-deception which has been
deliberately imparted, identified or exploited by an extremist
groomer/recruiter who has used the lack of cognitive cues within the virtual

world to his/her advantage.

Although there are multiple drivers leading to violent extremism (VE)
which are usually mutually reinforcing, one concept of particular interest is
people who are described as ‘uncritical thinkers’, which Elder describes as
‘intellectually unskilled thinkers’. Some academics have also used the term
‘unreflective thinkers’. People who fit this category, according to Elder-
their minds are products of social and personal forces they neither
understand and can’t control. Taking Elder’s argument forward, by
observing social media networks we see these ‘uncritical thinkers’ being
manipulated by those who tend to skilfully use the rhetoric of persuasion.
The rhetoric of persuasion used by extremist groomers and recruiters
include oversimplification, sweeping generalizations and the use of
stereotypes to enforce prejudices and false quandaries in an attempt to
promote a culture of blame and the need for retribution. Over time, the
groomer will identify those more likely to accept, without question, the
narratives associated with VE and with it the ideology. This ‘induction’ is
the prerequisite for believing in a shared identity which embraces violent

‘jihad’. (see focal actors — https://www.linkedin.com/pulse/basic-analysis-

social-media-examining-use-drivers-alan-malcher-ma?

trk=pulse_ spock-articles)

Identity and Selective self-presentation

Identity is a construct that incorporates the way we think about ourselves
and our role/position within the larger social environment. As cyberspace
and VE ideology is a global phenomenon, both can have a powertul effect on

ones view of the world and ‘perceived’ grievances.

Although online identities may be difficult to ascertained due to identity
cues being masked or purposely misrepresented, by careful observations
and comparisons, online activities and their visible traces may be analysed.
If we take LinkedIn as an example, many members who have confronted
Russian trolls have identified the use of Selective Self-Presentation to
reveal a number of false profiles held by one person. The term ‘selective’ is
used to describe a false profile which has been selected for a given purpose.
For instance, in the case of Russian propagandists some may claim to be
involved in international affairs in the hope of encouraging greater
credibility to their comments and other internet activities. Likewise, it is
not uncommeon for those with a terrorist agenda to claim they are
professionally involved in ‘positive’ occupations such as human rights,

humanitarian aid etc.

Asynchronous

In the ‘real world’ human interaction and communications are of a
synchronous nature- non-verbal communications, eye contact, speech
tones etc., and this is a two- way process giving further meaning and

substance to the conversation.

CMC (computer-mediated communications) is of an asynchronous nature
and thus void of any meaningful communications and identity cues. This
time delay allows sufficient time to carefully compose messages tailored to
meet the needs and also appeal to the subject/s being manipulated by the
focal actor (extremist groomer/recruiter). For example, in an earlier thread
a young person may have mentioned concerns regarding their home life,
problems at schools or concerns regarding their employment situation.
Although the focal actor may have no personal experience of these
problems the natural time delay in responding provides opportunities to
use the Internet to read-up on these concerns. They are now in a position to
offer ‘disguised’ advice and support. Showing empathy and creating rapport

are among the methods used during the induction phase.

The above represents just some of the methods used to encourage beliefin a

common or collective identity which is the foundation of VE ideology.

Reference and further reading:

The Psychology behind social media interpretation, Liraz margalt,
Psychology Today, 29 August 2014.

A Psychological Perspective on virtual communities: Supporting terrorism

and extremist’s ideology, Lorraine Bowman-Grievet, Security Informatics,
2013, (2:9)

Primer of Deception, Joseph W. Caddel, Strategic Studies Institute,
December 2004

Lying Words: Predicting deception from linguistic styles, Matthew
Newman, James W. Penneboke, University of Texas and University of
Washington, 2003.

Induced negative subliminal reactions to radical media: Countering
recruiting methods in a congested media environment, Small Wars Journal,
7 August 2016.

Manipulation through mental distortion and emotional exploitation, Susan

T. Fiske, Academy of Sciences, Princetown University, 23 October 2013.

Fallacies: The art of mental trickery and manipulation, Richard Paul and
Linda Elder, Foundation of Critical Thinking 2004 (Understanding self-

deception)

Future Identities: Changing Identities in the UK- the next ten-vyears, Social
Media and identity, Nicole Ellison, Michigan State University 3 January
2013.

For current research and recent publications go to https://www.narrative-

strategies.com/
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